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Abstract

In many organizations, management has the responsibility of implementing information secu-
rity countermeasures to detect, minimize, and defend against information security threats.
Most of these countermeasures traditionally adopt a passive approach to securing corporate
data. This paper proposes a new theoretical framework for management to utilize an informa-
tion security data warehouse to identify security breach patterns, in order to predict when po-
tential breaches are most likely to occur, thus taking a more proactive approach to securing
information assets.
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breaches, secure data warehousing

1. INTRODUCTION

Information security has experienced expo-
nential growth and consideration in recent
years. Information has become a major fi-
nancial staple for organizations. Boisot
(1998) explains that organizational informa-
tion and corporate data are the new curren-
cy of business in the Information Age. And
in light of the current worldwide economic
state, according to the CSI Computer Crime
& Security Survey (2008), the cost of infor-
mation security breaches is increasing. Sur-
prisingly, security spending is one area that
organizations are beginning to cut back on
within their information technology budgets.
This gives managers all the more reason to
be even more vigilant in protecting systems
as security threats and breaches will contin-
ue to increase.
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The typical countermeasures for hardening,
or securing information systems include
layering defense systems, diversifying de-
fense methods (Cole, Krutz, & Conley, 2005)
ongoing management of hardware and soft-
ware updates or patches, access controls
with auditing (Gallegos et al., 2004), and
authentication mechanisms (Soper, Demir-
kan, & Goul, 2007). The issue with tradi-
tional information security countermeasures
is that organizations often adopt a “passive”
approach. This passive approach is opera-
tionally defined as implementing security
policies and countermeasures, and hope
they work. Management can gain a false
sense of assurance because they purchase
the newest security systems, and yet even
with the most advanced security technolo-
gies in place, breaches still occur.
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All organizations that connect to the Internet
recognize the need to install some type of
firewall. And yet simply deploying a firewall
or several firewalls and not securing any fur-
ther presents a single point of failure (Ra-
num, 1993). Other companies put up a my-
riad of defense mechanisms in place to pre-
vent attacks without knowing what types of
attacks will occur or even know when pre-
vious attacks have occurred. Other firms try
to stop or mitigate the attack happening in
real time (e.g. Intrusion Detection Systems
(IDS), or review logs and audits to see when
attacks or breaches occurred). Even the
IDSs can be viewed as a passive approach to
security because they often require an IDS
Analyst to detect and respond to an attack,
which is a reactive response.

This paper presents a modified approach
from the traditional passive and reactive se-
curity countermeasures to a more proactive
and risk-based approach to manage infor-
mation security risks. The proactive and
risk-based defense has two parts. First is
predicting when and where an attack is likely
to occur. Second is to implement a risk-
based methodology of safeguarding the
most critical assets against an attack. This
proactive approach allows an organization to
actively look for where breaches are likely to
occur. Once this is known, a risk-based ap-
proach allows the organization to focus more
resources on the high value and more vul-
nerable areas. This makes the use of securi-
ty resources more efficient and results in a
better return on investment. The focus of
this paper will be to discuss how manage-
ment can potentially predict where security
attacks will most likely occur and the signi-
ficance of utilizing a risk-based approach to
determining a corporation’s critical assets.

The predictive security model presented in
this paper for predicting security breaches
involves the use of a data warehouse. The
research will review current security threats,
data warehousing, and present a predictive
model. The reader is encouraged to critique,
adapt, and modify the model to their specific
organization or industry. The paper con-
cludes with the potential gaps within the
model and topics for future research.

2. SECURITY THREATS

A security threat is any circumstance or
event with the potential to cause harm to an
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asset (White & Conklin, 2008). The most
common threat for organizations is not only
from outside attackers trying to gain unau-
thorized access, but inside employees who
already have access and intimate knowledge
of the systems. Internal employees pose a
significant threat not only due to internal
access rights, but often because of simple
human error. Unwitting internal employees
who are untrained in the proper use of sys-
tems and corporate security procedures are
a threat to the information security envi-
ronment (Cole, Krutz, & Conley, 2005).

Attacks can be triggered from the outside
when the unauthorized party (attacker) is
seeking access into the corporate network.
A successful breach could result in loss of
information or worse, the spread of sensitive
information. Attackers can use stolen infor-
mation to sell to the highest bidder, or use
the data to negatively affect the organiza-
tion’s reputation, or possibly some other
personal gain. Attacks can be initiated from
the inside for the many of the same reasons
including, employees seeking to profit from
confidential or proprietary data, and disgrun-
tled employee(s) seeking revenge against a
co-worker or employer. Another growing
threat is social engineering attacks, which
can be successful when employees are not
trained properly and have little to no under-
standing of corporate security policies (Mit-
nick & Simon, 2002).

The first line of defense towards mitigating
security threats are often enforced by stan-
dard policies and procedures. The policies
and procedures should address how compa-
ny technology and information assets are to
be controlled and handled. Corporate poli-
cies and procedures should also include
training employees on system and network
updates for software and hardware, physical
security practices, and updated regulatory
guidances (Samuelle, 2008).

3. DATA WAREHOUSING AND DATA
MINING

A data warehouse is a repository of large
amounts of data in a single, non-normalized
location. The data warehouse gets its in-
formation from databases, transactional sys-
tems, data marts, and from other sources in
the organization where data is generated
(Agosta, 2000; Simon, 1997).
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Data warehouse information can be analyzed
for patterns that emerge and for useful in-
formation by using data mining techniques.
These techniques can use mathematical ana-
lyses and algorithms to discover patterns
that are not easily identified by manual re-
view (Zarsky, 2003).

In order for a data warehouse to be most
effective, it has to contain relevant and up-
to-date data that can lead to useful informa-
tion. For the purpose of this theoretical
framework, we are most interested in how a
dedicated information security data ware-
house can be a central repository for an or-
ganization’s history or previous experience
with security threats, attacks, and breaches.
That is, the information security data ware-
house will be a storehouse of any security
breaches that have occurred and all of the
possibly related information to those security
breaches. But gathering all data available
may be too time-consuming and may prove
to be unhelpful if it is not relevant.

It is worth analyzing applications within se-
curity that have built themselves around the
use of data warehousing and/or data mining
to fully understand the implications of the
new idea being presented. These applica-
tions reviewed include intelligent intrusion
detection systems (IDS) (Helmer et al.,
1998; Lee et al., 2001), internet protocol
traffic and measurement analysis (Caceres
et al., 2000), identification of fraud within
telecommunications (Cao et al., 2004),
breach propagation detection for knowledge-
sharing within an organization (Soper, De-
mirkan, & Goul, 2007), and role identifica-
tion for security administration (Kuhlmann,
& Schimpf, 2003).

4. ADAPTATION OF CURRENT
APPLICATIONS

Intelligent IDSs are designed to identify pat-
terns within a computer network that appear
to be inconsistent with a baseline and ana-
lyze the pattern to determine if an intrusion
is occurring or has occurred. Real-time IDS
systems need to be calibrated to reduce
false-positives, or false alarms. IDS sys-
tems must also be efficient so they do not
bog down network resources (Lee et al.,
2001). Although IDS systems are consi-
dered effective in detecting security anoma-
lies, they do not have the capability to antic-
ipate breaches.
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Lee, et al. (2001) states that “[t]o improve
accuracy, data mining programs are used to
analyze audit data and extract features that
can distinguish normal activities from intru-
sions” (p.89). By utilizing data mining tech-
niques, it is possible to detect breaches in
real time. It would be possible to take the
current data mining process, store the same
audit information in a data warehouse and
perform queries to determine the possible
emergence of intrusion patterns. Organiza-
tions may be able to observe intrusion pat-
terns by harnessing the ability to store,
process, and query large amounts of infor-
mation within the data warehouse. As more
data are collected and intrusion patterns are
identified, management could perceivably
determine causal or corollary relationships to
emergent security intrusions.

Another type of IDS uses data gathering
agents to collect system logs and activity.
The IDS then gathers and summarizes the
data into an easy-to-understand common
format (Helmer et al., 1998). Using this da-
ta, lower level agents classify the data and
send it up to a higher level. What this
means is at a low level, several agents ana-
lyze the data and summarize it by a com-
mon mean. The common mean summary
(the summarized data) is then passed one
level higher. The higher level receives sev-
eral summaries together and analyzes them,
common means them again (summary of
previous summarized data put together),
and passes the data to the next higher level.
This process is done until a single level
makes a decision for the whole network.
Adapting this to the information security
predictive model would mean starting with
the lowest level of security breach data,
summarizing the data into meaningful in-
formation, and passing it up higher until it
reaches the level of decision. The security
breach data would need to be accessible and
summarized at each level to determine if
patterns exist within the breach (or intru-
sion).

Another area that is similar in design, mea-
surement and analysis of data is the moni-
toring of internet protocol (IP) network
usage and behavior. A current system of
monitoring and measuring IP network usage
and behavior is being used by AT&T (Ca-
ceres et al., 2000). This study describes
how IP traffic is stored in a data warehouse
and analyzed by data mining techniques to
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understand the behavior of IP traffic in a
network. This type of data could be instru-
mental to understanding when a breach is
likely to occur. If a specific segment of a
network is experiencing unusually high traf-
fic and the traffic begins to migrate, a pat-
tern of movement may be emerging. Utiliz-
ing the data warehouse’s real-time monitor-
ing of IP traffic patterns would enable sys-
tem administrators to determine, or “pre-
dict” where the traffic was heading. Once a
known pattern is recognized, management
would be able to mitigate the risk of attack
by implementing additional defenses in that
specific area.

Internal access to resources is another po-
tential issue of security. Research has
shown that by understanding the type of
data stored and the level of authorized
access held by an internal user, along with
the frequency of access, an attacker can de-
termine what function that user has within
an organization (Kuhlmann & Schimpf,
2003). For example, if a user continuously
accesses financial data (type of data stored),
at an access level that is high (level of au-
thorized access), over a period of six months
(frequency of access), the attacker could
determine the user is a financial officer, or a
manager of finance. The major purpose of
“role mining” is to determine where a user
falls within a set of business roles within an
organization. A method to ensure all access
and access attempts are legitimate, man-
agement could log and store the successful
and unsuccessful access attempts within our
theoretical information security data ware-
house. Even with a brief history of internal
access logs, the data warehouse could de-
termine a pattern of invalid user access at-
tempts. Similar to the IP traffic monitoring,
management could then determine which
internal resources had the highest number of
unsuccessful access attempts to identify
what types of forms, files, and data that us-
ers are after. Even if the user is not mali-
ciously trying to access resources outside of
his privileges, the history of user attempts
data could point to future attempts or
breaches by internal employees that do have
malicious intent.

Another information security threat to or-
ganizations that share their data with other
organizations is breach propagation. As
companies and organizations begin to share
their information and data, knowledge shar-
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ing becomes an ‘“inter-organizational” en-
deavor, which can positively increase the
level and depth of knowledge. However the
increase in inter-organizational reliance and
information sharing can lead to an increase
in breaches across many other partner or-
ganizations. While valuable data and know-
ledge is being shared, so too are the risks
and vulnerabilities of a security breach (So-
per, Demirkan, & Goul, 2007). Soper, De-
mirkan and Goul (2007) present a model
that attempts to minimize the effects of a
security breach by centralizing security with-
in a single security hub that controls access.
In the event of a breach, the security hub
can immediately notify all other hubs, while
the breach can be contained to a specific
segment or domain of the network. To
adapt the study’s breach propagation de-
fense, the data security hubs could be im-
plemented as data marts that could directly
feed into our theoretical information security
data warehouse. The data warehouse would
store data of all breaches that have oc-
curred, when they occurred, how they oc-
curred, and any relevant circumstances sur-
rounding the breach. This information could
then be mined to determine if specific pat-
terns of breach occurrences exist.

Another area that has recently been re-
searched is how to analyze and control tele-
communications frauds. Telecommunica-
tions are essential to networking because
they are the pathway to how networks con-
nect and communicate. A model for analysis
and control of telecommunications fraud has
six major components including detection,
prevention, analysis, prediction, alarm, and
control (Cao et al., 2004). Even though Cao
et al. concluded prediction was an important
element, it was never defined in the re-
search.

The final adaptation of current research to
discuss is centered upon finding bugs in
software that are used to exploit security
vulnerabilities for attacks. This method de-
scribes trends in ensuring software quality
when systems are created by combining
several different software components to-
gether to use specific features (Yin et al.,
2007). This trend is known as service
oriented architecture (SOA) and uses soft-
ware as a service model. The studies im-
plies that it is possible to use information on
software bugs to predict the service security
risks, or breach prediction at given levels of
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service. The model is split into three areas,
software security, service composition, and
hacking exposure (Yin et al., 2007).

5. PREDICTION MODEL

The prediction model being proposed will
primarily use data collected on security
breaches from multiple intra-organizational
sources. The intra-organizational informa-
tion security data warehouse would begin
with a single organization collecting data
from its various departments, divisions, re-
gions, and business units. The benefit of
collecting the security breach data across
the different departments is a more compre-
hensive representation of the organization’s
security breach environment. There is a
wealth of information available even within
one department’s experience with security
breaches, but the data may not be as useful
across an enterprise if it is not being shared,
stored, and utilized by other departments.
The input data should not be limited to just
security breaches or attacks.

Data input into the security data warehouse
must also include organizational information
such as marketing data, public data releas-
es, or human resource activity such as in-
centive plans and bonuses, or new hires,
promotions, and terminations. The data
should also include when a company is in-
troducing a new product line or system up-
grades because these types of data may
provide a direct link or correlation to an in-
crease in security attacks or breach at-
tempts.

The incoming data can be obtained electron-
ically from an IDS or an Intrusion Prevention
System (IPS) in real time (Helmer et al.,
1998; Lee et al., 2001). The data could be
input into the data warehouse by a security
administrator reviewing logs or by perform-
ing manual audits (Cao et al., 2004). The
data could also be automatically fed by other
systems like security hubs, data marts, and
even other predictive models already in
place (Kuhlmann & Schimpf, 2003; Soper,
Demirkan, & Goul, 2007; Yin et al., 2007).

The multiple data feeds should be separated
and scrubbed at the lowest level, and then
combined and sent to a higher level for fur-
ther scrubbing, and continued until the data
reaches a level of meaningful summary
(Helmer et al., 1998). The data will need to
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be organized and stored in a logical way that
would allow the data warehouse administra-
tor(s) to run multiple queries across various
data sources. The results of the queries can
then be reviewed to determine if there is
any relationship between security breach
activities and other organizational activities.
By collecting a brief history of security
breach queries, an organization can examine
these data and determine if an identifiable
breach pattern emerges. The results should
be used to inform management as to what
data sources are most likely to be targeted
and what, if any relationship exists between
breach activity and intra-organizational hap-
penings. If a significant pattern emerges,
the organization may be able to not only
defend against the attacks, but anticipate or
predict when increased attacks may occur.
This is an iterative and recursive process
that repeats throughout the life of the or-
ganization. The model is shown in figure 1
below.

Figure 1 - Prediction Model

Data Breach

Data Breach
by {

Data Breach
il

Historical Non-
Breach /
Influential Data

Corporate
Forward Looking
Information

Department Region Division

Security Security Security Security Security
Data Data Data Data Data
Mart Mart Mart Mart Mart

Enterprise Data
Security Warehouse

L

Real-Time Data

~m Source by Dept,
Prediction Temporary . o

Algorthim Database eRég"’"' e,

In this model, the data sources shown at the
top come from different areas of the enter-
prise. This data is stored in some type of
repository or data marts and is considered
historical data of breaches and other rele-
vant information. The forward-looking cor-
porate data is information that has not been
released but can have an effect on the secu-
rity environment. These items include news
release statements that have not been made
public, potential purchases of different as-
sets or other organizations, mergers, con-
versions to new technology, or any other
type of information that can influence securi-
ty. All of this information is input to a secu-
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rity data mart where the information is
scrubbed and transformed before being put
into an enterprise data warehouse. Real-
time data that is currently being streamed
like IDS/IPS data, IP traffic data, news from
other companies being released, and any
other data will be stored into a temporary or
real time database. All the information from
the enterprise data warehouse and the tem-
porary database will be input into an algo-
rithm to determine what trends, or security
events will likely occur. The temporary da-
tabase is purged once data is stored long
term or deemed no longer needed.

6. DISCUSSION

The security prediction model presented is
from a broad perspective that eventually
should be narrowed down and refined. The
actual input parameters would not be known
until an organization is able to identify and
risk-rate what data is relevant and what is
not. The actual algorithms and queries used
to mine the data, summarize the data, and
identify the breach patterns are also open.
Even if one system used a specific set of in-
puts and algorithms, it does not mean a
second system would be identical. The sys-
tems are likely to vary by organization and
industry. Depending on what breach pat-
terns eventually emerge, an organization
may have to adjust its definition of what is
valuable or high-risk data. And as organiza-
tions continually adapt to the ever-changing
information landscape (Skovira, 2004), the
prediction models will also evolve and ma-
ture.

The reason that news and other organiza-
tional data are important is because infor-
mation thieves are becoming more opportu-
nistic and some breaches occur because of
corporate data or news releases (Campbell
et al, 2003; Casey, 2006). A recent collec-
tion of information security breaches and the
circumstances surrounding them reveals
more than just technology security flaws
(Panko, 2004). Many of the cases of infor-
mation theft or breaches involve other fac-
tors that are related to the incident such as
involuntary terminations, massive corporate
layoffs or downsizing, espionage or theft of
proprietary information by a competitor.
Neohapsis (2002) reported on a Japanese
aerospace company that experienced a se-
curity breach. This breach involved three
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employees at NEC and Toshiba Space Sys-
tems who were arrested for stealing data
from Mitsubishi’s antenna design for a high-
speed Internet connection satellite. Police
reported that one of the employees was able
to gain unauthorized access to Mitsubishi’s
network that housed the proprietary data. It
should be noted that it was widely publicized
that NEC and Toshiba were competing
against Mitsubishi to develop Internet tech-
nologies and for bidding on Japan’s National
Space Development Agency (NASDA) future
projects. NASDA prohibited both NEC and
Toshiba from bidding on NASDA projects for
a month. In this example, a predictive secu-
rity model may have equipped management
to be more proactive in protecting its confi-
dential data.

Even virus attacks can be targeted based on
news or current events. A recent virus by
the name of "Waledac.Trojan" was intro-
duced on February 10, 2009, and was tar-
geted to those sending electronic Valentine’s
Day greeting cards. According to Computer
Associate’s Security Advisor alerts, the Wa-
ledac Trojan has been observed to arrive in
Valentine's Day-themed spam emails and
spoofed websites. Organizations reported
higher volume of network issues during Va-
lentine’s Day 2009 (Shanhaqg, 2009). Sce-
narios like those mentioned above could
have been stopped or mitigated by the pre-
diction model if the right information and
patterns were identified prior to the security
breaches.

Inter-Organizational Model

Ideally, this model would be more effective
when multiple organizations are working to-
gether; creating an inter-organizational se-
curity data warehouse that crosses organiza-
tional lines and numerous industries. By
having multiple sets of data from different
areas, the identification of patterns and pre-
diction should be more accurate and reliable.
Organizations that reveal and share breach
information may find some commonality be-
tween the reasons or circumstances revolv-
ing around the breach incident. Also, if one
organization is experiencing a specific
breach, and then other organizations from
the same industry begin to experience simi-
lar breaches, the system could identify and
alert the breaches in real time, giving other
enterprises within the industry a warning of
what is likely to come.
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But a few issues present themselves with
organizations sharing breach information
with other companies. The biggest issue is
that companies do not want to release in-
formation when breaches happen. Many
companies will not publicly release informa-
tion on security breaches due to fear of
threatening customer loyalty and negatively
affecting the organization’s reputation (Pan-
ko, 2004).

But even if the data was secure, preserving
the privacy of the participating organizations
is important as well. Privacy is an increa-
singly growing issue for integration and
sharing of data (Clifton et al., 2007). Since
multiple sources of data with varying de-
grees of proprietary and confidentiality will
be coming into the data warehouse, the in-
formation must remain private. For exam-
ple, if two companies who work in the de-
fense industry as competitors decide to
share a predictive data warehouse, since it
would be beneficial to both, they need to
establish practices that do not allow each
other to query private data that is sensitive
to their respective organizations (Zarsky,
2003).

Even though security and privacy issues
need to be addressed, the benefits of a
properly secured, shared information securi-
ty predictive model can easily outweigh the
risks. Because a shared model would not
only share specific breach data, but also
spread the burden of responsibility for pre-
venting future attacks. A concentrated co-
operative effort could also aid in tracking the
origins of outbreaks like worms and help
identify the source of the attacks.

7. CONCLUSION

As technologies advance, management must
ensure that information security standards
and practices also keep up to date. Al-
though information security has usually been
the responsibility of IT departments, some
companies have made it a business issue as
well as a technological one (Lohmyer,
McCrory, & Pogreb, 2002). Most security
defenses and countermeasures have tradi-
tionally taken a more passive approach to
information security, primarily by installing
firewalls, IDS systems, and authentication
protocols.  While these industry-standard
defense mechanisms serve as a foundational
basis for securing information assets, we
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argue that organizations should start to con-
sider initiating a more proactive and holistic
approach to information security, specifically
studying previous breach data, and identify-
ing trends, in order to better anticipate or
“predict” future security attacks or breaches
before they occur.

Our proposed information security data
warehouse model will be able to assist or-
ganizations in preparing for anticipated in-
formation security attacks or at a minimum
to be more aware of attacks or breaches
that have occurred in other companies and
industries. Management could also utilize
the data warehouse to determine its alloca-
tion of security resources, by providing more
security in one area based on the risk and
likelihood of an attack. Management could
also identify practices and policies that are
outdated. This is especially important since
information security has a rapidly changing
environment.

This paper presented a first attempt at de-
veloping a security prediction model that
utilizes a data warehouse to store attacks
and breaches on an organization. The read-
er is encouraged to critique, adapt, and
modify the model to their specific organiza-
tion or industry.

Future work will consist of blind reviews by
professionals and researchers in evaluating
and critiquing the model. The work will then
continue in designing the information securi-
ty data warehouse and archiving security
breach information from several intra- and
inter-organizational units. The data will be
analyzed manually and data mining algo-
rithms will be created to test the theory that
breach patterns can be identified, and that
the resulting future breaches can be pre-
dicted.
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